MAPLETON WATER DISTRICT
BOARD OF COMMISSIONERS SPECIAL MEETING
3:00 PM JULY 3, 2023
MAPLETON WATER DISTRICT OFFICE
88151 RIVERVIEW AVENUE MAPLETON, OR

AGENDA

Call to Order and Roll Call
Introduction of Visitors

1. DISCUSSION ITEMS (Items requiring board action, direction, or discussion)
1.1. Consideration of the bids from Hyak to provide assistance in establishing district cybersecurity
and ongoing support.
2. PUBLIC COMMENT (Limited to 3 minutes per person for items not appearing on the agenda)
3. ADJOURN

POSTED PER REQUIREMENTS JULY 1, 2023



Mapleton Water District

July 3,2023 Special Board Meeting Agenda ltem 1.1

Subject

Presenter

Attachments

Narrative

Recommended
Action

Consideration of the bids from Hyak to provide assistance in
establishing district cybersecurity and ongoing support.

Julie Doran-Lee

Hyak Managed Services Agreement
Hyak Microsoft 365/Azure Agreement
Covenant Technology Services Quote for New IT Equipment and Setup

As a result of our cybersecurity breach, it was strongly recommended that
MWD consult with an IT company to reach a resolution to secure the district
from future compromise and to confirm compliance with the districts
insurance providers requirements.

After reaching out to all available referrals the only response came from
Covenant. Dan from Covenant promptly came to the plant for a consultation
and subsequently provided a bid of $19,738.98, not to include any email
establishment. This bid did not include any continued IT support that was
later quoted at $750 per month.

Another route was presented and Hyak was contacted. Neil from Hyak
promptly contacted MWD and came to the plant for a consultation. He
thought that Hyak would be able to satisfy the district’s insurance
requirements and prepared the attached proposals. One-time charges total
$6,775 between the two proposals. Recurring monthly charges are $590
and would include email for district board members and employees.

Some elements of Hyak’s proposal are optional.

Authorize Julie Doran-Lee to sign the agreements for Managed Services and
Microsoft 365/Azure prepared by Hyak.
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Managed Services

Managed Services Agreement

Created by:

Neil Ecker at Hyak

Prepared for:

Julie Doran-Lee at Mapleton Water District



Managed Services Agreement

The Team
Robbie Wright | CEO
Neil Ecker | COO
About Hyak
Structure of the Engagement
Hyak Managed Help Desk
Common Help Desk Requests
Ticketing System - Receiving Support
Remote Monitoring & Management (RMM)
Microsoft Endpoint Manager/Intune
Ninja RMM
Hyak's RMM Service
RMM Features
Workstation & Server Monitoring
Cloud Monitoring
Network Monitoring
Billing
One-time Charges
Recurring Monthly Charges
Service Level Agreements
Hyak Products and Services
Definitions
Low
Medium
High

Urgent



Third Party Service Level Agreements

Signature Page
Master Service Agreement
The Who
The What
Warranty
The When
The Where
The Why
The How
Billing
How We Bill
Alternative Billing Arrangements
Late Fees and Interest
Account/Services Suspension
Termination for Non-Payment
Collection Expense
Credit Inquiries
Refund Policy
Force Majeure
Indemnification

No Responsibility for Loss or Damages



The Team

Robbie Wright | CEO

Robbie's primary job is removing friction from our
clients' lives and our employees' duties. His passion
revolves around the intersection of financial and
regulated industries, telecommunications, and
information security. He has his CISSP and wishes
he was nerdy enough for an OSCP.

Neil Ecker | COO

Neil oversees day to day operations for Hyak and
has more variety in his job than a ringmaster at a
circus. Our fiber/outside plant team reports to him,
in addition to our service technicians and office
staff. Neil meddles with home automation, great
dane puppies, curses printers and is a soon-to-be
Microsoft 365 Security Expert.
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About Hyak

Like kayak, with an "h". Formed by the merger of Siuslaw Broadband and Full Spectrum Computers in
2017, Hyak is the leading technology services provider on the central Oregon coast since 2010. Based in
Florence, Hyak serves clients nationwide with information security services around Office 365, Azure, and
security-first modern workplace initiatives.

Locally in Florence, they were an early adopter of gigabit-to-the-home fiber networks and are currently
constructing more fiber in their home town. In 2019, they won the Stu Johnson Business of the Year award
and were voted best Internet Service Provider by the readers of the Siuslaw News. Hyak is also the only
ISP to have ever won the Excellence in Customer Service Award from the Florence Area Chamber of
Commerce. We continue to be involved in the community and volunteers on several boards, including the
Chamber of Commerce, Economic Development, and Habitat for Humanity.

With a broad range of skillsets, Hyak's 8 employees cover a range of IT services primarily with Microsoft
365 offerings, information security, and advanced networking.






Structure of the Engagement

The initial IT and security assessment is performed at the beginning of the engagement and on average
takes about 1 hour per employee from our experience. After the initial assessment has been completed, the
project moves into remediation and then management, each with a decreasing amount of workload from
both Hyak and Mapleton Water District.

For this engagement with Mapleton Water District, we estimate the initial assessment and onboarding to be
around 10 hours. This is less that our current averages as Hyak has an existing relationship with Mapleton
Water District and has some cursory knowledge of the existing IT environment and corresponding
opportunities within it. After the initial assessment has been completed, Mapleton Water District will move
into a standard retainer for vCIO services that will encompass both remediation and ongoing maintenance

Hyak Managed Help Desk

Sometimes, handling your users' numerous requests for technical support can get overwhelming. Why
doesn't this printer work? How do | get my work email on my phone? All of these questions can lead to
distractions in your day to day operations, slowing down your ability to deliver on your strategic projects.

Hyak's help desk is designed to relive this issue for you. Rather than calling an internal resource for
support, your staff calls, emails, or DM's Hyak's support staff.

Common Help Desk Requests

= Email Configurations

= Printer assistance

= Software usage questions

= Device issues

=  WIiFi questions/issues

* New device acquisition

= Security configuration issues

= Connectivity issue



Phone system issue
Software updates
System Settings
Missing Files
Network support

User account changes



Ticketing System - Receiving Support

Hyak utilizes a state-of-the-art cloud based
ticketing system that both our technicians and our
customers have access to. This ticketing system
provide support via email and live chat (on our
website or through Facebook) and is utilized by
our phone staff to create tickets, record
information, and track updates. This system is the
proverbial "single pane of glass" for all of our
interactions with our customers. All customers are
onboarded into this system and training on its
usage and how best to get support from Hyak.



Remote Monitoring & Management (RMM)

RMM is the documented process of managing endpoints within an organization's network. Generally
speaking, RMM encompasses desktops, servers, network devices, and mobile devices such as iPad's,

iPhone's, and Android devices.

Hyak commonly uses numerous Microsoft 365 toolsets to deliver our vision of a secure-first, modern
workplace. A combination of tools are used to deliver our services, depending on the level of service being
provided. For most customers, this includes Microsoft Intune (recently renamed to Endpoint Manger) and
Ninja RMM.

Microsoft Endpoint Manager/intune

Endpoint Manager performs numerous critical functions, including IAM (identity and access management)
through conditional access policies, device management through compliance policies (think minimum
versions of Android OS or requiring BitLocker drive encryption on Windows 10 devices), and Windows and
application updating.



Microsoft Endpoint Manager

The secure, integrated management solution
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Ninja RMM RMM

Ninja RMM performs many critical services for Hyak and our customers, including:

o Health Status

o Uptime Monitoring

o Device hardware Status

> Tools for remote service management
o Automated self-healing of processes
o Patch Management

o Reporting

o Inventory

Hyak's RMM Service

Hyak uses these tools, and others, to deliver a managed desktop experience commonly provided when we
also provide Tier 1 help desk services. When clients call in for support, our help desk is able to remotely
diagnose most issues. Many issues, either on desktops with end users, or on servers or networking devices
are commonly alerted and resolved before our clients are aware of an issue.

Our RMM service enables us to provided expediated service to our customers when there are issues. It
also enables us to maintain appropriate configurations, managing patching in a timely manner, and
troubleshoot issues without client involvement in many circumstances.

RMM Features

Workstation & Server Monitoring Cloud Monitoring



*  Monitor & Alerting
* Running processes
* Memory Utilization
+ CPU Utilization
+ Software Inventory
* Network Utilization
» Patch Management
* Managed Antivirus protection
* Asset Management
+ Event Logging
+ Software updates

* Remote support
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Billing

One-time Charges

Hardware Price QTY Subtotal
Labor
Onboarding - Engineer Labor $125.00 $375.00
Workstations
Onboarding - Engineer Labor $700.00 $700.00
Routers/Switches
MikroTik Router/Switch $450.00 $900.00
Workstation w/Video $1,100.00 $2,200.00
Surface Pro $1,700.00 $1,700.00
Platinum, 12th Gen Intel® Core™ i5,
WiFi, 16GB RAM, 256GBSSD,
keyboard/mouse
Subtotal $5,875.00
Discount $0.00
Tax $0.00
Total $5,875.00
Recurring Monthly Charges
Software Licensing Price QTY Subtotal Discount




Remote Monitoring & $20.00 $60.00 $0.00
Management - Desktops
Virus protection / patching updates.
Remote Monitoring & $50.00 $200.00 $0.00
Management
Routers/Switches-Patches Security,
changes.
Help Desk Tier 1 $40.00 $120.00 $0.00
Hyak's Tier 1 help desk enables
organizations to focus on the
services they can be best in the
world at while leaning on Hyak to
support their end users for IT
assistance.
$0.00 $0.00 $0.00
Subtotal $380.00
Discount $0.00
Tax $0.00
Total $380.00




Service Level Agreements

Hyak Products and Services

The service Level Agreements (SLAs) between Mapleton Water District and Hyak is set to ensure that response
times for Hyakproducts and services are consistently met. Hyak's SLA agreement is designed with quarterly
reviews to create an open forum for communication.

Below is a list of Hyak products and services and their corresponding SLA priority levels and response time.

Definitions

Low

A low severity issue is defined as a minor loss of system functionality or performance or an item that will
need support in the future. Typical types of requests that fall into this category are questions around
functionality of a piece of hardware or software, enhancement requests, documentation questions, or items
not bound to a specific time frame. They generally have no impact on operations in a current time frame.

Medium

Support requests defined as a medium priority typically have some impact on operations but not one that is
impact current business. Similar to low priority tickets, but generally time-bound. Common issues would be
a low-toner warning on a printer, a hard drive nearing capacity on a laptop, or another item that might not be
broken today, but when it breaks in the future would cause direct operational issues for a user.

High

Support requests submitted as high priority generally represent a situation in which a significant amount of
operational ability is restricted impact a minority of users. Typical examples of this would situations in which
one location was offline affecting a subset of users, printing was not functioning for the organization, or an
imminent event will take place in the near future such as an emergency power cut to a building or a
scheduled employee departure.

Urgent



Support requests of an urgent nature generally impact the entire business and affect the majority of
employees. These situations commonly arise from an internet outage without redundancy in carriers, a
hardware malfunction in a non-high-availability firewall configuration, or most other technology related
events that affect all employees and their ability to perform their duties.



Service Type Priority Acknowledgment | Response Time/ Estimated
Up Time Resolution*

Internet Residential 5 Minutes Best Effort
Business Basic | 5 Minutes 99%
Business Active | 5 Minutes 99.9%
Ethernet
Business 5 Minutes 99.99%
Enterprise

VolP Residential SIP | 5 Minutes Best Effort
Business Basic | 5 Minutes 99%

*Estimated resolution times can vary depending on the nature of the support issue. Support issues involving
third party services such as an ISP, Microsoft, or another software vendor may be unable to meet the
requirements for this estimated resolution time. While Hyak commits to meeting these SLA's for our
products and services, we are not liable for third party or fourth party vendors and their support or hardware
replacement policies.



Third Party Service Level Agreements

Hyak supports numerous 3rd party vendors and services. These vendors have their own service level
agreements that Mapleton Water Districtand Hyak are subject to. While Hyak's SLA for support response is
controllable there may be instances that technicians are waiting for 3rd party responses that are subject to
that companies SLA for service.

Company Link to SLA Agreements

Microsoft
https://www.microsoftvolumelicensing.com/Downlo

ader.aspx?Documentld=17583

Spectrum https://business.spectrum.com/terms

Webroot https://www.webroot.com/us/en/legal/service-

terms-and-conditions

TeamViewer https://www.teamviewer.com/en-us/support/

Cisco Meraki https://meraki.cisco.com/trust



https://www.microsoftvolumelicensing.com/Downloader.aspx?DocumentId=17583
https://business.spectrum.com/terms
https://www.webroot.com/us/en/legal/service-terms-and-conditions
https://www.teamviewer.com/en-us/support/
https://meraki.cisco.com/trust
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Master Service Agreement

The Who, What, When, Where, Why & How

The Who

This agreement is entered into by Hyak and Mapleton Water District upon the client's signature of this
document.

At Hyak, the primary point of contact for account related inquires is Neil Ecker who's email address is
neil@hyak.co. All support requests should be emailed to help@hyak.co or a call placed to the office at 541-
902-5101. In the rest of this document, Mapleton Water District may be referred to as "client", "customer", or

"you". Hyak may be referred to as "we", "our", or "us".

The primary point of contact at Mapleton Water District for Hyak for service or project related issues for this
MSA is Julie Doran-Lee. The authorized signatory for Mapleton Water District is Julie Doran-Lee.

By executing this document, Julie Doran-Lee is verifying that they are authorized to enter into a contractual
agreement on behalf of Mapleton Water District. If you do not have that authority, please assign this
document to the appropriate person at Mapleton Water District. You agree to provide us information
required for completion of the agreement in a timely manner or access to facilities or equipment as needed.
The agreement is non-transferable except with written permission from Hyak.

Hyak in turn promises to deliver this agreement in a timely fashion as outlined in this agreement, maintain
client confidentiality, and deliver exceptional service in the process.

From time to time, this agreement may be amended and Hyak will notify our clients via email should that
situation occur. Continued use of the services after notification constitutes agreement with the changes.

The What

Mapleton Water District and Hyak will be working together to deliver Managed Services.



Hyak delivers numerous types of products and services. Some products are a one-time hardware purchase
while others are a recurring service delivered over a period of time. Regardless of the product or service
delivered, the quality of that product and service is extremely important to both Hyak and our clients.



Warranty

Many of the products we sell to our clients come with a manufacturer's warranty. If needed, Hyak can
provide details of the warranty of the specific product quoted. Generally speaking, most equipment we sell
comes with a 1 year manufacturer's warranty, however some products do vary. Additionally, some
manufacturer's warranties could start from date of purchase, date of installation, or date of manufacture. If
required, Hyak will review these warranties with our clients.

Should a product fail and have an authorized warranty return from the manufacturer, the labor associated
for the removal, deprovision, shipping, reinstallation, or reimplementation will not be covered by this
agreement and may be subject to additional charges unless explicitly set forth by a recurring maintenance
contract or service.

Hyak offers a 1 year workmanship guarantee on physical hardware installations to be free from defect.
Should an installation related issue arise, hardware and labor will be provided at no cost to the client in
order to resolve the issue. Should equipment be altered or damaged in an unauthorized manner after the
original installation and was not due to direct failure of Hyak workmanship, the associated costs may not be
covered.

Hyak provides services as is. Except as explicitly set forth in this agreement or in the corresponding product
SLA in connection with the services, Hyak makes no warranties whether express or implied and disclaims
any warranty of title, merchantability, noninfringement, and fitness for a particular purpose and warranties
arising from a course of dealing, usage, or trade practice. Hyak shall have no liability for failure of any
product or service it provides with the exception of the corresponding product's SLA.

The When

This agreement is considered executed and in effect on the date upon the clients signature of this
document. The contract term for services is 12 Months, beginning on the contract execution date.

The Where

Hyak is located at 1535 9th St, Florence, OR 97439. Legal jurisdiction shall be the state of Oregon.



Mapleton Water District is located at 88151 Riverview, Florence, OR 97453.

Mapleton Water District agrees to allow Hyak adequate and timely access to facilities in order to deliver
services. Services may be delivered on-site or remotely depending on the nature of the service.



The Why

As detailed in the project summary.

The How

Hyak uses a combination of technology to deliver services to our customers. Work will primarily be
accomplished remotely when possible. Should travel be required outside of a signed scope of work, it will
be passed through to Mapleton Water District at cost plus 10%.

Billing
Mapleton Water District agrees to pay all charges associated with the service, including, but not limited to,
installation charges, monthly service charges, equipment charges, and any applicable local, state, or federal
taxes.

How We Bill

Unless you are subject to a minimum term agreement, Hyak's services are rendered on a month-to-month
basis. In general, you will be billed monthly for recurring service and/or equipment charges, and any other
fees. Your first bill will include any prorated charges from your first month of service in addition to the
following month of service. Payment is due 14 days after the invoice date.

Some customers may elect to have their payments automatically charged to their credit or debit card. Setup
of auto-pay may be accomplished over the phone or by accepting the auto-pay terms in the online control
panel. Auto-pay customers will have their account debited 10 days before the due date of the invoice.

Alternative Billing Arrangements
On occasion, Hyak, at its sole discretion, may elect an alternative method of collecting payments. Any such
alternative billing method will be detailed in an additional exhibit to this Master Service Agreement.

Late Fees and Interest

You may be billed charges or fees in relation to late payments or non-payments if for any reason Hyak does
not receive payment by the payment due date detailed on the invoice or less than the full amount due is
paid.



Account/Services Suspension

If no payment is made to the account within 30 days after the due date, all services may be suspended.

Fees and other charges may apply to have the service reinstated. You give Hyak the right to attempt any
and all collections efforts to recoup outstanding balances.



Termination for Non-Payment

If no payment is made to the account within 45 days after the due date, all services will be terminated. Any
equipment not expressly sold to you is considered the property of Hyak and as such, must be returned.
Failure to comply will result in additional fees and charges.

Collection Expense
On occasion, Hyak may elect to use a collection agency or attorney to collect money owed. The fees may

included attorney’s fees, collection agency fees, and court costs and you agree to pay the reasonable costs
of collection.

Credit Inquiries

You authorize Hyak, at its sole discretion, to make inquiries and receive information about your credit
experience from others, to submit information to credit bureaus, and to disclose this information to
appropriate third parties for reasonable business purposes.

Refund Policy

Hyak bills in advance of the month of use for the service. Unless you are subject to a minimum term
agreement, you may cancel your account at any time. Your service will terminate the month of your request
and no further monthly invoices will be sent. We do not pro-rate the final month of service.

Force Majeure
Notwithstanding the above, either party may choose to be excused of any further performance obligations in
the event of a disastrous occurrence outside the control of either party, such as, but not limited to:

* Anatural disaster (fires, explosions, earthquakes, hurricane, flooding, storms or infestation); or

» War, Invasion, Act of Foreign Enemies, Embargo, or other Hostility (whether declared or not); or

* Any hazardous situation created outside the control of either party such as a riot, disorder, nuclear
leak or explosion, or act or threat of terrorism.

Indemnification
The Mapleton Water District will defend, indemnify and hold Hyak harmless from any and all claims, losses,
liabilities, damages, expenses and costs (including attorneys’ fees and court costs) arising from or relating

to any claims regarding elements or materials provided by Mapleton Water District and incorporated into
this MSA.



No Responsibility for Loss or Damages
Hyak will have no responsibility for any third-party disrupting, intruding, or otherwise copying files in part or
hole on all or any part of the network. Hyak is not responsible for damages incurred by a loss of product or

service except as set forth in the corresponding product's SLA.
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Microsoft 365

Microsoft Office 365 / Azure
Services

Created by:

Neil Ecker at Hyak

Prepared for:

Julie Doran-Lee at Mapleton Water District



Microsoft Office 365 / Azure Services

The Team
Robbie Wright | CEO
Neil Ecker | COO
About Hyak
Billing
One-time Charges
Recurring Monthly Charges
Signature Page
Master Service Agreement
The Who
The What
Warranty
The When
The Where
The Why
The How
Billing
How We Bill
Alternative Billing Arrangements
Late Fees and Interest
Account/Services Suspension
Termination for Non-Payment
Collection Expense
Credit Inquiries
Refund Policy

Force Majeure



Indemnification

No Responsibility for Loss or Damages



The Team

Robbie Wright | CEO

Robbie's primary job is removing friction from our
clients' lives and our employees' duties. His passion
revolves around the intersection of financial and
regulated industries, telecommunications, and
information security. He has his CISSP and wishes
he was nerdy enough for an OSCP.

Neil Ecker | COO

Neil oversees day to day operations for Hyak and
has more variety in his job than a ringmaster at a
circus. Our fiber/outside plant team reports to him,
in addition to our service technicians and office
staff. Neil meddles with home automation, great
dane puppies, curses printers and is a soon-to-be
Microsoft 365 Security Expert.
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About Hyak

Like kayak, with an "h". Formed by the merger of Siuslaw Broadband and Full Spectrum Computers in
2017, Hyak is the leading technology services provider on the central Oregon coast since 2010. Based in
Florence, Hyak serves clients nationwide with information security services around Office 365, Azure, and
security-first modern workplace initiatives.

Locally in Florence, they were an early adopter of gigabit-to-the-home fiber networks and are currently
constructing more fiber in their home town. In 2019, they won the Stu Johnson Business of the Year award
and were voted best Internet Service Provider by the readers of the Siuslaw News. Hyak is also the only
ISP to have ever won the Excellence in Customer Service Award from the Florence Area Chamber of
Commerce. We continue to be involved in the community and volunteers on several boards, including the
Chamber of Commerce, Economic Development, and Habitat for Humanity.

With a broad range of skillsets, Hyak's 8 employees cover a range of IT services primarily with Microsoft
365 offerings, information security, and advanced networking.






Billing

One-time Charges

Hardware Price QTY Subtotal
Labor
Onboarding - Engineer Labor $500.00 1 $500.00

Setup tenant in Office 365

Microsoft 365 AAD Configuration $50.00 8 $400.00

Azure AD is the central of IAM for the Microsoft
365 and Azure world. Configuration of AAD is
critical for security of the 365 tenant.
Configuration will include Intune/Endpoint
Management, Conditional Access policies,
Devices Compliance policies, and self-service
password reset with MFA.

Subtotal $900.00
Discount $0.00
Tax $0.00
Total $900.00

Recurring Monthly Charges
Software Licensing Price QTY Subtotal Discount
Microsoft 365 Business $22.00 3 $66.00 $0.00

Premium

per month annual contract




Microsoft 365 F3 $8.00 5 $40.00 $0.00
per month annual contract
Microsoft 365 Backup $13.00 8 $104.00 $0.00
Hyak's backup service for Microsoft
365 backs up all of your data inside
of Exchange, Teams, OneDrive, and
SharePoint. (requires all licenes
covered)
Subtotal $210.00
Discount $0.00
Tax $0.00
Total $210.00




Signature Page

Julie Doran-Lee Neil Ecker

on behalf of on behalf of

Mapleton Water District Hyak



Master Service Agreement

The Who, What, When, Where, Why & How

The Who

This agreement is entered into by Hyak and Mapleton Water District upon the client's signature of this
document.

At Hyak, the primary point of contact for account related inquires is Neil Ecker who's email address is
neil@hyak.co. All support requests should be emailed to help@hyak.co or a call placed to the office at 541-
902-5101. In the rest of this document, Mapleton Water District may be referred to as "client", "customer", or

"you". Hyak may be referred to as "we", "our", or "us".

The primary point of contact at Mapleton Water District for Hyak for service or project related issues for this
MSA is Julie Doran-Lee. The authorized signatory for Mapleton Water District is Julie Doran-Lee.

By executing this document, Julie Doran-Lee is verifying that they are authorized to enter into a contractual
agreement on behalf of Mapleton Water District. If you do not have that authority, please assign this
document to the appropriate person at Mapleton Water District. You agree to provide us information
required for completion of the agreement in a timely manner or access to facilities or equipment as needed.
The agreement is non-transferable except with written permission from Hyak.

Hyak in turn promises to deliver this agreement in a timely fashion as outlined in this agreement, maintain
client confidentiality, and deliver exceptional service in the process.

From time to time, this agreement may be amended and Hyak will notify our clients via email should that
situation occur. Continued use of the services after notification constitutes agreement with the changes.

The What

Mapleton Water District and Hyak will be working together to deliver Microsoft 365.



Hyak delivers numerous types of products and services. Some products are a one-time hardware purchase
while others are a recurring service delivered over a period of time. Regardless of the product or service
delivered, the quality of that product and service is extremely important to both Hyak and our clients.



Warranty

Many of the products we sell to our clients come with a manufacturer's warranty. If needed, Hyak can
provide details of the warranty of the specific product quoted. Generally speaking, most equipment we sell
comes with a 1 year manufacturer's warranty, however some products do vary. Additionally, some
manufacturer's warranties could start from date of purchase, date of installation, or date of manufacture. If
required, Hyak will review these warranties with our clients.

Should a product fail and have an authorized warranty return from the manufacturer, the labor associated
for the removal, deprovision, shipping, reinstallation, or reimplementation will not be covered by this
agreement and may be subject to additional charges unless explicitly set forth by a recurring maintenance
contract or service.

Hyak offers a 1 year workmanship guarantee on physical hardware installations to be free from defect.
Should an installation related issue arise, hardware and labor will be provided at no cost to the client in
order to resolve the issue. Should equipment be altered or damaged in an unauthorized manner after the
original installation and was not due to direct failure of Hyak workmanship, the associated costs may not be
covered.

Hyak provides services as is. Except as explicitly set forth in this agreement or in the corresponding product
SLA in connection with the services, Hyak makes no warranties whether express or implied and disclaims
any warranty of title, merchantability, noninfringement, and fitness for a particular purpose and warranties
arising from a course of dealing, usage, or trade practice. Hyak shall have no liability for failure of any
product or service it provides with the exception of the corresponding product's SLA.

The When

This agreement is considered executed and in effect on the date upon the clients signature of this
document. The contract term for services is 12 Months, beginning on the contract execution date.

The Where

Hyak is located at 1535 9th St, Florence, OR 97439. Legal jurisdiction shall be the state of Oregon.



Mapleton Water District is located at 88151 Riverview, Mapleton, OR 97453.

Mapleton Water District agrees to allow Hyak adequate and timely access to facilities in order to deliver
services. Services may be delivered on-site or remotely depending on the nature of the service.



The Why

As detailed in the project summary.

The How

Hyak uses a combination of technology to deliver services to our customers. Work will primarily be
accomplished remotely when possible. Should travel be required outside of a signed scope of work, it will
be passed through to Mapleton Water District at cost plus 10%.

Billing
Mapleton Water District agrees to pay all charges associated with the service, including, but not limited to,
installation charges, monthly service charges, equipment charges, and any applicable local, state, or federal
taxes.

How We Bill

Unless you are subject to a minimum term agreement, Hyak's services are rendered on a month-to-month
basis. In general, you will be billed monthly for recurring service and/or equipment charges, and any other
fees. Your first bill will include any prorated charges from your first month of service in addition to the
following month of service. Payment is due 14 days after the invoice date.

Some customers may elect to have their payments automatically charged to their credit or debit card. Setup
of auto-pay may be accomplished over the phone or by accepting the auto-pay terms in the online control
panel. Auto-pay customers will have their account debited 10 days before the due date of the invoice.

Alternative Billing Arrangements
On occasion, Hyak, at its sole discretion, may elect an alternative method of collecting payments. Any such
alternative billing method will be detailed in an additional exhibit to this Master Service Agreement.

Late Fees and Interest

You may be billed charges or fees in relation to late payments or non-payments if for any reason Hyak does
not receive payment by the payment due date detailed on the invoice or less than the full amount due is
paid.



Account/Services Suspension

If no payment is made to the account within 30 days after the due date, all services may be suspended.

Fees and other charges may apply to have the service reinstated. You give Hyak the right to attempt any
and all collections efforts to recoup outstanding balances.



Termination for Non-Payment

If no payment is made to the account within 45 days after the due date, all services will be terminated. Any
equipment not expressly sold to you is considered the property of Hyak and as such, must be returned.
Failure to comply will result in additional fees and charges.

Collection Expense
On occasion, Hyak may elect to use a collection agency or attorney to collect money owed. The fees may

included attorney’s fees, collection agency fees, and court costs and you agree to pay the reasonable costs
of collection.

Credit Inquiries

You authorize Hyak, at its sole discretion, to make inquiries and receive information about your credit
experience from others, to submit information to credit bureaus, and to disclose this information to
appropriate third parties for reasonable business purposes.

Refund Policy

Hyak bills in advance of the month of use for the service. Unless you are subject to a minimum term
agreement, you may cancel your account at any time. Your service will terminate the month of your request
and no further monthly invoices will be sent. We do not pro-rate the final month of service.

Force Majeure
Notwithstanding the above, either party may choose to be excused of any further performance obligations in
the event of a disastrous occurrence outside the control of either party, such as, but not limited to:

* Anatural disaster (fires, explosions, earthquakes, hurricane, flooding, storms or infestation); or

» War, Invasion, Act of Foreign Enemies, Embargo, or other Hostility (whether declared or not); or

* Any hazardous situation created outside the control of either party such as a riot, disorder, nuclear
leak or explosion, or act or threat of terrorism.

Indemnification
The Mapleton Water District will defend, indemnify and hold Hyak harmless from any and all claims, losses,
liabilities, damages, expenses and costs (including attorneys’ fees and court costs) arising from or relating

to any claims regarding elements or materials provided by Mapleton Water District and incorporated into
this MSA.



No Responsibility for Loss or Damages
Hyak will have no responsibility for any third-party disrupting, intruding, or otherwise copying files in part or
hole on all or any part of the network. Hyak is not responsible for damages incurred by a loss of product or

service except as set forth in the corresponding product's SLA.



We have prepared a quote for you

Technology Solutions

New IT Equipment and Setup for Mapleton Water District
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Item

Description

Price

Qty

Ext. Price

The goal of this project is to setup a new network for the Mapleton Water District.
The milestones of this project are as follows:
1st Location (Treatment Facility)

 Setup firewall
o Setup network switch
« Setup wireless access point
« Install all network equipment onsite in half rack
« Test connectivity
o Specifically, we want to have MWD staff use one of their devices
« Setup site-to-site vpn to main office

2nd Location (Main Office)

« Setup firewall

« Setup network switch

« Setup wireless access point

« Install all network equipment onsite in half rack
« Test connectivity

« Setup site-to-site vpn to treatment facility

Fortinet FortiGate FG-40F Network Security/Firewall
Appliance - 5 Port - 10/100/1000Base-T - Gigabit
Ethernet - 5 x RJ-45 - Wall Mountable - TAA Compliant

RACKMOUNT.IT FortiRack Rackmount Kit - For Firewall -
1U Rack Height x 19" Rack Width - Rack-mountable -
Signal White

Aruba Instant On 1830 24G 12p Class4 PoE 2SFP 195W
Switch - 24 Ports - Manageable - Gigabit Ethernet -
1000Base-T, 1000Base-X - 2 Layer Supported - Modular -
2 SFP Slots - 244.60 W Power Consumption - 195 W PoE
Budget - Optical Fiber, Twisted Pair - POE P

Black Box Connect Cat.6 UTP Patch Network Cable - 3 ft
Category 6 Network Cable for Network Device - First
End: 1 x R]J-45 Network - Male - Second End: 1 x R1J-45
Network - Male - 1 Gbit/s - Patch Cable - Gold Plated
Contact - CM - 26 AWG - Blue

$710.93

$132.18

$373.97

$3.16

10

$1,421.86

$264.36

$747.94

$31.60

Quote #DANR009498 v1
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Network

Item Description Price| Qty Ext. Price

Tripp Lite 6U Wall Mount Rack Enclosure Cabinet Knock $224.06 2 $448.12
Down w/Doors & Sides - 19" 6U Wide x 16.50" Deep Wall
E Mountable for LAN Switch, Patch Panel - Black Powder

Coat - Steel - 200 Ib x Maximum Weight Capacity - 200 Ib
x Static/Stationary Weight Capacity

Network Implementation $4,000.00 1 $4,000.00
Subtotal: $6,913.88

Server
Item Description Price| Qty Ext. Price

The goal of this project is to setup a new domain controller and active directory for Mapleton Water District.
The milestones for this project are as follows:

Procure new server from Dell
Purchase necessary licensing form Microsoft
Install Windows Server 2019 as OS and patch
Promote to DC
Setup users in AD
Deliver to MWD Main Office
Join workstations at the office to domain
Join workstations from the treatment facility to the domain
Create a shared folder for files via a mapped drive
o Show user how to migrate files from their desktop to the mapped drive share
« Require users to set a complex password for authentication
« Document setup

PowerEdge T440 Tailor Made $5,481.75 1 $5,481.75

Motherboard PowerEdge T440 MLK Motherboard, V2 GT2RAQU

Trusted Platform Module (TPM) Trusted Platform Module 2.0 V3 G498Z27C
Processor Intel® Xeon® Gold 5222 3.8G, 4C/8T, 10.4GT/s, 16.5M Cache, Turbo,
HT (105W) DDR4-2933 G8Q4BSP

Memory DIMM Type and Speed 3200MT/s RDIMMs GR3CFNV

Memory Capacity (2) 16GB RDIMM, 3200MT/s, Dual Rank GQ3BS0I

RAID Configuration C1, No RAID for HDDs/SSDs (Mixed Drive Types Allowed)
5098866

RAID/Internal Storage Controllers PERC H350 Adapter FH GEYS4N3

Hard Drives (2) 1.2TB 10K RPM SAS 12Gbps 512n 2.5in Hot-plug Hard Drive,
3.5in HYB CARR 5110701

Additional Network Cards On-Board Broadcom 5720 Dual Port 1Gb LOM OBNIC
Power Supply Single,Hot-plug Power Supply,495W 5110090

Power Cords NEMA 5-15P to C13 Wall Plug, 125 Volt, 15 AMP, 10 Feet (3m),
Power Cord, North America 125V10

Quote #DANR009498 v1 Thursday, 08 June 2023 Page 3 of 7
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P: 503.715.3540 x421 E: droberts@covenant-tech.net W: www.covenant-tech.net

Server

Dell EMC SmartUPS 1000W Tower UPS 120V Input: $1,034.15 1 $1,034.15

NEMA 5-15 / Output 8 x NEMA 5-15 w/ SmartConnect

C2G 6ft Cat6a Snagless Unshielded (UTP) $10.20 1 $10.20

Microsoft Windows Server 2022 Standard - Perpetual $1,069.00 1 $1,069.00

License - 16 Core - Commercial - PC

Windows Server 2022 - 1 User CAL $46.00 5 $230.00

Server Implementation $5,000.00 1 $5,000.00
Subtotal: $12,825.10
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P: 503.715.3540 x421 E: droberts@covenant-tech.net W: www.covenant-tech.net

New IT Equipment and Setup for Mapleton Water District

Quote Information: Prepared for: Prepared by:
Quote #: DANR009498 Mapleton Water District Covenant Technology Solutions, Inc.
Version: 1 Julie Doran-Lee Dan Roberts
- . 11419 Highway 36 503.715.3540 x421
Deh_ver?/ Date: 06/08/2023 Mapleton, OR 97453 droberts@covenant-tech.net
Expiration Date: 07/08/2023 blueyes3871@yahoo.com
One-Time Summary
escription moun
Network $6,913.88
Server $12,825.10
Total $19,738.98
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Technology Solutions

P: 503.715.3540 x421 E: droberts@covenant-tech.net W: www.covenant-tech.net

Taxes, shipping, handling and other fees may apply. We reserve the right to cancel orders arising from pricing or other errors.

This Quote is governed under the provisions of the Master Services Agreement located at https://www.covenant-tech.net/msa
("MSA"). This Quote is further defined by the conditions and provisions of the statement of services, attached ("SoS”). By
agreeing to this Quote, you agree to the provisions of the MSA and SoS. If you cannot access the MSA or SoS, or if you have
any questions about those documents, please do not sign this Quote and contact us for further information.

Signature Date

Quote #DANR009498 v1 Thursday, 08 June 2023 Page 6 of 7
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Payment

- Down Payment

Your hardware will be ordered once the down payment invoice is processed. If you have not received your down payment
invoice, please reach out to your Client Advisor.
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STATEMENT OF SERVICES

This Statement of Services (“SoS”) contains provisions that define, clarify, and govern the provisions of the
quote to which it is attached (the “Quote”). If you do not agree with the terms of this SoS, you should not
sign the Quote and you must contact us for more information.

This SoS generally describes all managed services provided by Covenant Technology Solutions, Inc.; however,
only those services explicitly listed in the Quote will be provided to you (collectively, the “Services”). Activities
or items that are not specifically described in the Quote will be out of scope and will not be provided to you
unless otherwise agreed to by us in writing.

SCOPE OF SERVICES

Onboarding Services
If onboarding services are provided under the Quote, then the following services will be provided to you.

¢ Uninstall any monitoring tools or other software installed by previous IT consultants.

e Compile a full inventory of all protected servers, workstations, and laptops.

¢ Uninstall any previous virus protection and install our managed antivirus application.

¢ Install remote support access application on each managed device to enable remote support.

e Configure patch management application and check for missing security updates.

¢ Uninstall unsafe applications or applications that are no longer necessary.

e Optimize device performance including disk cleanup, antivirus, and spyware scans.

e Review firewall configuration and other network infrastructure devices.

e Review status of battery backup protection on all devices.

e Stabilize network and assure that all devices can securely access the file server.

e Review and document current server configuration and status.

e Determine existing backup strategy and status; prepare backup options for consideration.

e Review password policies and update user and device passwords.

e As applicable, make recommendations for changes that should be considered to the managed
environment.

The foregoing list is subject to change if we determine, in our discretion, that different or additional onboarding
activities are required.

If deficiencies are discovered during the onboarding process, we will bring those issues to your attention and
discuss the impact of the deficiencies on our provision of our monthly managed services. Please note, unless
otherwise expressly stated in the Quote, onboarding-related services do not include the remediation of any
issues, errors, or deficiencies (“Issues”), and we cannot guarantee that all Issues will be detected during the
onboarding process.



Ongoing / Recurring Services

Ongoing/recurring services begin upon the completion of onboarding services (if any).

Managed Services

The following Services, if listed in the Quote, will be provided to you.

SERVICES

SkyDesk 365

Covenant MSP Plans

Remote Monitoring
and Management

End User Security
Awareness Training

DESCRIPTION

SkyDesk 365 is Covenant’s fully managed cloud workspace solution that delivers your existing
Windows applications, Microsoft Licenses, and support at a predictable monthly cost.

Covenant looks at your existing technology infrastructure, applications, and information your
business uses, then designs a solution that fits your business. We use services such as:

Microsoft Azure

Amazon Web Services (AWS)

Microsoft 365 Collaboration and Security tools
Endpoint Management

Advanced Threat Protection (ATP)

Windows Virtual Desktops

AWS Workspaces

Citrix Cloud

Microsoft’s Cybersecurity frameworks

Covenant designs its managed support plans for your business by bundling many of the essential
services that your business needs. These services may include:

Antivirus / Antimalware

Remote Device Management

Security Patching

IT Knowledgebase

Password Management

Asset Inventory

Desktop Support

Server Support

Advanced Email Security

PC Deployment

Server Backup Management and Monitoring
Network Monitoring

Wireless Access Point Network Management and Troubleshooting
Vendor Liaison

Microsoft 365 Licensing

Office 365 Backup

Server Cloud Backup

Refer to your Quote for details on which services are included in your selected plan.

Software agents installed in Covered Equipment (defined below) report status and events on a
24x7 basis; alerts are generated and responded to in accordance with the Service Levels described
below.

Online, on-demand training videos (multi-lingual).

Online, on-demand quizzes to verify employee retention of training content.

Baseline testing to assess the Phish-prone percentage of users; simulated phishing email
campaigns designed to educate employees about security threats.



Backup and Disaster
e  24/7 monitoring of backup system, including offsite backup, offsite replication, and an

Recovery onsite backup appliance (“Backup Appliance”)
e  Troubleshooting and remediation of failed backup disks
. Preventive maintenance and management of imaging software
e  Firmware and software updates of backup appliance
e  Problem analysis by the network operations team
e  Monitoring of backup successes and failures
. Periodic recovery verification
Updates & Patching e Deploy updates (e.g., x.1 to x.2), as well as bug fixes, minor enhancements, and security

updates as deemed necessary on all managed hardware.

e  Perform minor hardware and software installations and upgrades of managed hardware.

e  Perform minor installations (i.e., tasks that can be performed remotely and typically take
less than thirty (30) minutes to complete).

e Deploy, manage, and monitor the installation of approved service packs, security updates
and firmware updates as deemed necessary on all applicable managed hardware.

Covered Equipment / Hardware / Software
The Services will be applied to the equipment listed in the Quote (“Covered Hardware”).

The Services will apply to the software listed in the Quote (“Supported Software”) provided, however, that all
Supported Software must, at all times, be properly licensed, and under a maintenance and support agreement
from the Supported Software’s manufacturer.

In this SoS and the Quote, Covered Hardware and Supported Software may also be referred to as the
“Environment” or “Covered Equipment.” Items that are not included in the Environment will not receive or
benefit from the Services.

Physical Locations Covered by Services

Services will be provided remotely unless, in our discretion, we determine that an onsite visit is required. Onsite
visits will be scheduled in accordance with the priority assigned to the issue (below), and are subject to
technician availability. Unless we agree otherwise, all onsite Services will be provided at Client’s primary office
location listed in the Quote. Additional fees may apply for onsite visits: Please review the Service Level section
below for more details.

Term; Termination

The Services will commence, and billing will begin, on the date indicated in the Quote (“Commencement Date”)
and will continue through the initial term listed in the Quote (“Initial Term”). We reserve the right to delay the
Commencement Date until all onboarding/transition services (if any) are completed, and all deficiencies /
revisions identified in the onboarding process (if any) are addressed or remediated to Covenant’s satisfaction.
The Services will continue through the Initial Term until terminated as provided in the Agreement, the Quote, or
as indicated in this section (the “Service Term”).



Renewal. After the expiration of the initial Service Term, the Service Term will automatically renew for
contiguous terms equal to the initial Service Term unless either party notifies the other of its intention to not
renew the Services no less than thirty (30) days before the end of the then-current Service Term.

Assumptions / Minimum Requirements / Exclusions

The scheduling, fees and provision of the Services are based upon the following assumptions and minimum
requirements:

e Server hardware must be under current warranty coverage.

e All equipment with Microsoft Windows® operating systems must be running then-currently supported
versions of such software and have all of the latest Microsoft service packs and critical updates installed.

e All software must be genuine, licensed and vendor-supported.

e Server file systems and email systems (if applicable) must be protected by licensed and up-to-date virus
protection software.

e The Environment must have a currently licensed, vendor-supported server-based backup solution that
can be monitored.

e All wireless data traffic in the environment must be securely encrypted.

e There must be an outside static IP address assigned to a network device, allowing VPN/RDP control
access.

e All servers must be connected to working UPS devices.

e Recovery coverage assumes data integrity of the backups or the data stored on the backup devices. We
do not guarantee the integrity of the backups or the data stored on the backup devices. Server
restoration will be to the point of the last successful backup.

e Client must provide all software installation media and key codes in the event of a failure.

* Any costs required to bring the Environment up to these minimum standards are not included in this
SoS.

e Client must provide us with exclusive administrative privileges to the Environment.

e Client must not affix or install any accessory, addition, upgrade, equipment, or device on to the firewall,
server, or NAS appliances (other than electronic data) unless expressly approved in writing by us.

Exclusions. Services that are not expressly described in the Quote will be out of scope and will not be provided
to Client unless otherwise agreed, in writing, by Covenant. Without limiting the foregoing, the following services
are expressly excluded, and if required to be performed, must be agreed upon by Covenant in writing:

e Customization of third party applications, or programming of any kind.

e Support for operating systems, applications, or hardware no longer supported by the manufacturer.

e Data/voice wiring or cabling services of any kind.

e Battery backup replacement.

e Equipment relocation.

e The cost to bring the Environment up to the Minimum Requirements (unless otherwise noted in
“Scope of Services” above).



e The cost of repairs to hardware or any supported equipment or software, or the costs to acquire parts
or equipment, or shipping charges of any kind.

Service Levels

Automated monitoring is provided on an ongoing (i.e., 24x7x365) basis; response, repair, and/or remediation
services (as applicable) will be provided only during business hours unless otherwise specifically stated in the
Quote. We will respond to problems, errors, or interruptions in the provision of the Services in the timeframe(s)
described below. Priority levels will be determined by Covenant in our discretion after consulting with the Client
and guided by the definitions below. All remediation services will initially be attempted remotely; Covenant will
provide onsite service only if remote remediation is ineffective and, under all circumstances, only if covered
under the Service plan selected by Client.

All time frames are calculated as of the time that Covenant is notified of the applicable issue / problem by Client
through Covenant’s designated support portal, help desk email, or by telephone at the telephone number listed
in the Quote. Notifications received in any manner other than described herein may result in a delay in the
provision of remediation efforts.

All times listed are expressed in terms of Covenant Technology Solutions’ Office Hours (8AM - 5PM, M-F). Issues
reported outside of Covenant’s office hours via support portal or help desk email will not be responded to until
the following business day. Emergencies should always be reported by telephone. Help desk support provided
outside of our normal support hours will be billed to Client at the then-current hourly rate (2 hour minimum

applies).

Service Levels and time frames do not apply to requests for implementation (new hardware, software,
etc.). These requests will be scheduled and performed on a best-effort basis.

Definitions

Level of Urgency

Low One user or a small group of users is affected
Medium Departments or a large group of users are affected
High Entire company is affected

Business Impact

Low Very minor issues, with no real impact to user or business functions
Medium Regular business functions are impacted, but there is a reasonable workaround
High Critical - Major business functions affected or have stopped completely

Response Phases

Respond We have reviewed your request and have routed it to the appropriate resource
Plan We have begun work on your request
Resolve We have resolved your request



Standard SLA

Priority Levels

Urgency
High Medium Low
High _ P2 — Urgent P2 — Urgent
Impact Medium P3 - Quick P3 - Quick P4 - Normal
Low P4 - Normal P5 - Low P5 - Low
Response Times

Respond Plan Resolve
_ 1 Hour 3 Hours 6 Hours
P2 — Urgent 2 Hours 4 Hours 8 Hours
P3 — Quick 3 Hours 6 Hours 12 Hours
P4 — Normal 4 Hours 8 Hours 16 Hours
P5 — Low 8 Hours 24 Hours 40 Hours
P6 — Sched. Maint. 24 Hours 40 Hours 80 Hours

Fees

The fees for the Services will be as indicated in the Quote.

Changes to Environment. Initially, you will be charged the monthly fees indicated in the Quote. Thereafter, if

the managed environment changes, or if the number of authorized users accessing the managed environment
changes, then you agree that the fees will be automatically and immediately modified to accommodate those
changes.

Minimum Monthly Fees. The initial Fees indicated in Quote are the minimum monthly fees (“MMF”) that will
be charged to you during the term. You agree that the MMF will not drop below the amounts indicated in the

Quote, regardless of the number of users or devices to which the Services are directed or applied, unless we
agree to the reduction. All modifications to the amount of hardware, devices, or authorized users under the
Quote (as applicable) must be in writing and accepted by both parties.



Increases. In addition, we reserve the right to increase our monthly recurring and data recovery fees; provided,
however, if an increase is more than five percent (5%) of the fees charged for the Services in the prior calendar
year, then you will be provided with a sixty (60) day opportunity to terminate the Services by providing us with
written notice of termination. You will be responsible for the payment of all fees that accrue up to the
termination date and all pre-approved, non-mitigatable expenses that we incurred in our provision of the
Services through the date of termination. Your continued acceptance or use of the Services after this sixty (60)
day period will indicate your acceptance of the increased fees.

Travel Time. If onsite services are provided, we will travel up to 45 minutes from our office to your location at
no charge. Time spent traveling beyond 45 minutes (e.g., locations that are beyond 45 minutes from our office,
occasions on which traffic conditions extend our drive time beyond 45 minutes one-way, etc.) will be billed to
you at our then-current hourly rates. In addition, you will be billed for all tolls, parking fees, and related expenses
that we incur if we provide onsite services to you.

Appointment Cancellations. You may cancel or reschedule any appointment with us at no charge by providing

us with notice of cancellation at least one business day in advance. If we do not receive timely a notice of
cancellation/re-scheduling, or if you are not present at the scheduled time or if we are otherwise denied access
to your premises at a pre-scheduled appointment time, then you agree to pay us a cancellation fee equal to two
(2) hours of our normal consulting time (or non-business hours consulting time, whichever is appropriate),
calculated at our then-current hourly rates.

Automated Payment. You may pay your invoices by credit card and/or by ACH, as described below. If you
authorize payment by credit card and ACH, then the ACH payment method will be attempted first. If that
attempt fails for any reason, then we will process payment using your designated credit card.

e ACH. When enrolled in an ACH payment processing method, you authorize us to electronically debit
your designated checking or savings account, as defined and configured by you in our payment portal,
for any payments due under the Quote. This authorization will continue until otherwise terminated in
writing by you. We will apply a $35.00 service charge to your account for any electronic debit that is
returned unpaid due to insufficient funds or due to your bank’s electronic draft restrictions.

e Credit Card. When enrolled in a credit card payment processing method, you authorize us to charge
your credit card, as designated by you in our payment portal, for any payments due under the Quote.
We will add 3.0% to the amount due on each invoice for client’s convenience of using a credit card
instead of submitting a payment by check or paying by ACH.

Removal of Software Agents; Return of Firewall & Backup Appliances

Unless we expressly direct you to do so, you will not remove or disable, or attempt to remove or disable, any
software agents that we installed in the Environment. Doing so without our guidance may make it difficult or
impracticable to remove the software agents, which could result in network vulnerabilities and/or the
continuation of license fees for the software agents for which you will be responsible, and/or the requirement
that we remediate the situation at our then-current hourly rates, for which you will also be responsible.
Depending on the particular software agent and the costs of removal, we may elect to keep the software agent
in the Environment but in a dormant and/or unused state.



Within ten (10) days after being directed to do so, Client will remove, package and ship, at Client’s expense and
in a commercially reasonable manner, all hardware, equipment, and accessories provided to Client by Covenant
that were used in the provision of the Services. If you fail to timely return all equipment to us, or if the equipment
is returned to us damaged (normal wear and tear excepted), then we will have the right to charge you, and you
hereby agree to pay, the replacement value of all such unreturned or damaged equipment.

Additional Terms

Monitoring Services; Alert Services

Unless otherwise indicated in the Quote, all monitoring and alert-type services are limited to detection and
notification functionalities only. Monitoring levels will be set by Covenant, and Client shall not modify these
levels without our prior written consent.

Remediation

Unless otherwise provided in the Quote, remediation services will be provided in accordance with the
recommended practices of the managed services industry. Client understands and agrees that remediation
services are not intended to be, and will not be, a warranty or guarantee of the functionality of the Environment,
or a service plan for the repair of any particular piece of managed hardware or software.

Configuration of Third Party Services
Certain third party services provided to you under this SOW may provide you with administrative access through

which you could modify the configurations, features, and/or functions (“Configurations”) of those services.
However, any modifications of Configurations made by you without our knowledge or authorization could
disrupt the Services and/or or cause a significant increase in the fees charged for those third party services. For
that reason, we strongly advise you to refrain from changing the Configurations unless we authorize those
changes. You will be responsible for paying any increased fees or costs arising from or related to changes to the
Configurations.

Dark Web Monitoring
Our dark web monitoring services utilize the resources of third party solution providers. Dark web monitoring

can be a highly effective tool to reduce the risk of certain types of cybercrime; however, we do not guarantee
that the dark web monitoring service will detect all actual or potential uses of your designated credentials or
information.

Modification of Environment

Changes made to the Environment without our prior authorization or knowledge may have a substantial,
negative impact on the provision and effectiveness of the Services, and may impact the fees charged under the
Quote. You agree to refrain from moving, modifying, or otherwise altering any portion of the Environment
without our prior knowledge or consent. For example, you agree to refrain from adding or removing hardware
from the Environment, installing applications on the Environment, or modifying the configuration or log files of
the Environment without our prior knowledge or consent.



If “Co-Managed Support” is indicated in the Quote, we will coordinate with your internal IT personnel (“Your

IM

Personnel”) as necessary to help ensure that the Services are delivered efficiently and effectively. That said, we
are not responsible for the remediation of issues beyond the scope of the Quote caused by any activities
undertaken by Your Personnel, such as modifications to hardware or software configurations, installation of

software, firmware upgrades, etc. unless we pre-authorized those activities.

Anti-Virus; Anti-Malware
Our anti-virus / anti-malware solution will generally protect the Environment from becoming infected with new

viruses and malware (“Viruses”); however, Viruses that exist in the Environment at the time that the security
solution is implemented may not be capable of being removed without additional services, for which a charge
may be incurred. We do not warrant or guarantee that all Viruses and malware will be capable of being detected,
avoided, or removed, or that any data erased, corrupted, or encrypted by malware will be recoverable. In Quote
to improve security awareness, you agree that Covenant or its designated third party affiliate may transfer
information about the results of processed files, information used for URL reputation determination, security
risk tracking, and statistics for protection against spam and malware. Any information obtained in this manner
does not and will not contain any personal or confidential information.

Breach/Cyber Security Incident Recovery

Unless otherwise expressly stated in the Quote, the scope of the Services do not include the remediation and/or
recovery from a Security Incident (defined below). Such services, if requested by you, will be provided on a time
and materials basis under our then-current hourly labor rates. Given the varied number of possible Security
Incidents, we cannot and do not warrant or guarantee (i) the amount of time required to remediate the effects
of a Security Incident (or that recovery will be possible under all circumstances), or (ii) that all data impacted by
the incident will be recoverable. For the purposes of this paragraph, a Security Incident means any unauthorized
or impermissible access to or use of the Environment, or any unauthorized or impermissible disclosure of Client’s
confidential information (such as user names, passwords, etc.), that (i) compromises the security or privacy of
the information or applications in, or the structure or integrity of, the Environment, or (ii) prevents normal access
to the Environment, or impedes or disrupts the normal functions of the Environment.

Environmental Factors

Exposure to environmental factors, such as water, heat, cold, or varying lighting conditions, may cause installed
equipment to malfunction. Unless expressly stated in the Quote, we do not warrant or guarantee that installed
equipment will operate error-free or in an uninterrupted manner, or that any video or audio equipment will
clearly capture and/or record the details of events occurring at or near such equipment under all circumstances.

Fair Usage Policy

Our Fair Usage Policy (“FUP”) applies to all Services that are described or designated as “unlimited.” An
“unlimited” service designation means that, subject to the terms of this FUP, you may use the service as
reasonably necessary for you to enjoy the use and benefit of the service without incurring additional time-based
or usage-based costs. However, unless expressly stated otherwise in the Quote, all unlimited services are
provided during our normal business hours only and are subject to our technicians’ availabilities, which cannot
always be guaranteed. In addition, we reserve the right to assign our technicians as we deem necessary to
handle issues that are more urgent, critical, or pressing than the request(s) or issue(s) reported by you.
Consistent with this FUP, you agree to refrain from (i) creating urgent support tickets for non-urgent or non-
critical issues, (ii) requesting excessive support services that are inconsistent with normal usage patterns in the
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industry (e.g., requesting support in lieu of training or upgrades to the Environment), (iii) requesting support or
services that are intended to interfere, or may likely interfere, with our ability to provide our services to our
other customers.

Hosted Email

You are solely responsible for the proper use of any hosted email service provided to you (“Hosted Email”).
Hosted Email solutions are subject to acceptable use policies (“AUPs”), and your use of Hosted Email must
comply with those AUPs. In all cases, you agree to refrain from uploading, posting, transmitting or distributing
(or permitting any of your authorized users of the Hosted Email to upload, post, transmit or distribute) any
prohibited content, which is generally content that (i) is obscene, illegal, or intended to advocate or induce the
violation of any law, rule or regulation, or (ii) violates the intellectual property rights or privacy rights of any third
party, or (iii) mischaracterizes you, and/or is intended to create a false identity or to otherwise attempt to
mislead any person as to the identity or origin of any communication, or (iv) interferes or disrupts the services
provided by Covenant or the services of any third party, or (v) contains Viruses, trojan horses or any other
malicious code or programs. In addition, you must not use the Hosted Email for the purpose of sending
unsolicited commercial electronic messages (“SPAM”) in violation of any federal or state law. Covenant reserves
the right, but not the obligation, to suspend Client’s access to the Hosted Email and/or all transactions occurring
under Client’s Hosted Email account(s) if Covenant believes, in its discretion, that Client’s email account(s) is/are
being used in an improper or illegal manner.

VolP/ Phone System
911 Dialing / Emergency Dialing - Limitations

The VolP Service (“VolP Service”) may not support traditional 911 or E911 access to emergency services in all
locations. The 911 dialing feature of the VolP Service is not automatic; Client may be required to take affirmative
steps to register the address where the VolP Service will be used in order to activate the 911 Dialing feature.
Client understands that Client must inform any users of the VolP Service of the non-availability of traditional 911
or E911.

When a VolP calling device is registered in a particular location, it cannot be moved without re-registering the
device in the new location. Client agrees that it will not move any VolP calling device without Covenant’s written
consent. Client shall hold Covenant harmless for any and all claims or causes of action arising from or related to
Client’s inability to use traditional 911 or E911 services.

When an emergency call is made, one or more third parties use the address of Client’s registered location to
determine the nearest emergency response location, and then the call is forwarded to a general number at that
location. When the emergency location receives Client’s call, the operator will not have Client’s address and may
not have Client’s phone number. Client understands and agrees that users of the VolP System must provide their
address and phone number in order to get help. Client hereby authorizes Covenant to disclose Client’s name
and address to third-party service providers, including, without limitation, call routers, call centers and public
service answering points, for the purpose of dispatching emergency services personnel to Client’s registered
location.

Client understands and agrees that 911 dialing does not and will not function in the event of a power failure or
disruption. Similarly, the hosted VolP Services will not operate (i) during service outages or suspensions or
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terminations of service by Client’s broadband provider or ISP, or (ii) during periods of time in which Client’s ISP
or broadband provider blocks the ports over which the VolP Services are provided. Client further understands
and agrees that 911 Dialing will not function if Client changes its telephone number, or if Client adds or ports
new telephone numbers to Client’s account, unless and until Client successfully register its location of use for
each changed, newly added or newly ported telephone number.

Client expressly agrees not to use VolP System for auto-dialing, continuous or extensive call forwarding,
telemarketing, fax broadcasting or fax blasting, or for any other use that results in excessive usage inconsistent

with standard commercial calling patterns.

Patch Management

We will keep all managed hardware and managed software current with critical patches and updates
(“Patches”) as those Patches are released generally by the applicable manufacturers. Patches are developed
by third party vendors and, on rare occasions, may make the Environment, or portions of the Environment,
unstable or cause the managed equipment or software to fail to function properly even when the Patches are
installed correctly. We will not be responsible for any downtime or losses arising from or related to the
installation or use of any Patch. We reserve the right, but not the obligation, to refrain from installing a Patch
if we are aware of technical problems caused by a Patch, or we believe that a Patch may render the
Environment, or any portion of the Environment, unstable.

Backup (BDR) Services
All data transmitted over the Internet may be subject to malware and computer contaminants such as viruses,

worms and trojan horses, as well as attempts by unauthorized users, such as hackers, to access or damage
Client’s data. Neither Covenant nor its designated affiliates will be responsible for the outcome or results of
such activities.

BDR services require a reliable, always-connected internet solution. Data backup and recovery time will depend
on the speed and reliability of your internet connection. Internet and telecommunications outages will prevent
the BDR services from operating correctly. In addition, all computer hardware is prone to failure due to
equipment malfunction, telecommunication-related issues, etc., for which we will be held harmless. Due to
technology limitations, all computer hardware, including communications equipment, network servers and
related equipment, has an error transaction rate that can be minimized, but not eliminated. Covenant cannot
and does not warrant that data corruption or loss will be avoided, and Client agrees that Covenant shall be held
harmless if such data corruption or loss occurs. Client is strongly advised to keep a local backup of all of stored
data to mitigate against the unintentional loss of data.

Procurement

Equipment and software procured by Covenant on Client’s behalf (“Procured Equipment”) may be covered by
one or more manufacturer warranties, which will be passed through to Client to the greatest extent possible.
By procuring equipment or software for Client, Covenant does not make any warranties or representations
regarding the quality, integrity, or usefulness of the Procured Equipment. Certain equipment or software, once
purchased, may not be returnable or, in certain cases, may be subject to third party return policies and/or re-
stocking fees, all of which shall be Client’s responsibility in the event that a return of the Procured Equipment is
requested. Covenant is not a warranty service or repair center. Covenant will facilitate the return or warranty
repair of Procured Equipment; however, Client understands and agrees that the return or warranty repair of
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Procured Equipment is governed by the terms of the warranties (if any) governing the applicable Procured
Equipment, for which Covenant will be held harmless.

IT Strategic Planning

Suggestions and advice rendered to Client are provided in accordance with relevant industry practices, based on
Client’s specific needs and Covenant’s opinion and knowledge of the relevant facts and circumstances. By
rendering advice, or by suggesting a particular service or solution, Covenant is not endorsing any particular
manufacturer or service provider.

VCTO or VCIO Services
The advice and suggestions provided us in our capacity as a virtual chief technology or information officer will

be for your informational and/or educational purposes only. Covenant will not hold an actual director or officer
position in Client’s company, and we will neither hold nor maintain any fiduciary realtionship with Client. Under
no circumstances shall Client list or place the Covenant on Client’s corporate records or accounts.

Sample Policies, Procedures.

From time to time, we may provide you with sample (i.e., template) policies and procedures for use in connection
with Client’s business (“Sample Policies”). The Sample Policies are for your informational use only, and do not
constitute or comprise legal or professional advice, and the policies are not intended to be a substitute for the
advice of competent counsel. You should seek the advice of competent legal counsel prior to using or
distributing the Sample Policies, in part or in whole, in any transaction. We do not warrant or guarantee that
the Sample Policies are complete, accurate, or suitable for your (or your customers’) specific needs, or that you
will reduce or avoid liability by utilizing the Sample Policies in your (or your customers’) business operations.

No Third Party Scanning

Unless we authorize such activity in writing, you will not conduct any test, nor request or allow any third party
to conduct any test (diagnostic or otherwise), of the security system, protocols, processes, or solutions that we
implement in the managed environment (“Testing Activity”). Any services required to diagnose or remediate
errors, issues, or problems arising from unauthorized Testing Activity is not covered under the Quote, and if you
request us (and we elect) to perform those services, those services will be billed to you at our then-current
hourly rates.

Haa$s

You will use all Covenant-hosted or Covenant-supplied equipment and hardware (collectively, “Infrastructure”)
for your internal business purposes only. You shall not sublease, sublicense, rent or otherwise make the
Infrastructure available to any third party without our prior written consent. You agree to refrain from using the
Infrastructure in a manner that unreasonably or materially interferes with our other hosted equipment or
hardware, or in a manner that disrupts or which is likely to disrupt the services that we provide to our other
clientele. We reserve the right to throttle or suspend your access and/or use of the Infrastructure if we believe,
in our sole but reasonable judgment, that your use of the Infrastructure violates the terms of the Quote, this
SoS, or the Agreement.

Domain Name Services
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If you register, renew, or transfer a domain name through Covenant, we will submit the request to the applicable
domain name services provider (the “Registrar”) on your behalf. Our sole responsibility is to submit the request
to the Registrar, and we are not responsible for any errors, omissions, or failures of the Registrar.

Unsupported Configuration Elements or Services

If you request a configuration element (hardware or software) or hosting service in a manner that is not
customary at Covenant, or that is in “end of life” or “end of support” status, we may designate the element or
reasonable endeavor,” “one-off,” “EOL,” “end of
support,” or with like term in the service description (an “Unsupported Service”). We make no representation

” u

service as “unsupported,” “non-standard,” “best efforts,

or warranty whatsoever regarding any Unsupported Service, and you agree that we will not be liable for any loss
or damage arising from the provision of an Unsupported Service. Deployment and service level guarantees shall
not apply to any Unsupported Service.

IP Addresses

Any IP addresses provided to Client by Covenant during the Service Term are managed by Covenant and
Covenant will retain these IP addresses after termination of the Services, meaning that they may not be
transferred or utilized by Client after termination of the Services.

Hosting Services

You agree that you are responsible for the actions and behaviors of your users of the Services. In addition, you
agree that neither Client, nor any of your employees or designated representatives, will use the Services in a
manner that violates the laws, regulations, ordinances, or other such requirements of any jurisdiction.

In addition, Client agrees that neither it, nor any of its employees or designated representatives, will: transmit
any unsolicited commercial or bulk email, will not engage in any activity known or considered to be "spamming"
and carry out any "denial of service" attacks on any other website or Internet service; infringe on any copyright,
trademark, patent, trade secret, or other proprietary rights of any third party; collect, attempt to collect,
publicize, or otherwise disclose personally identifiable information of any person or entity without their express
consent (which may be through the person or entity's registration and/or subscription to Client’s services, in
which case Client must provide a privacy policy which discloses any and all uses of information that you collect)
or as otherwise required by law; or, undertake any action which is harmful or potentially harmful to Covenant
or its infrastructure.

Client is solely responsible for ensuring that its login information is utilized only by Client and Client’s authorized
users and agents. Client’s responsibility includes ensuring the secrecy and strength of user identifications and
passwords. Covenant shall have no liability resulting from the unauthorized use of Client’s login information. If
login information is lost, stolen, or used by unauthorized parties or if Client believes that any hosted applications
or hosted data has been accessed by unauthorized parties, it is Client’s responsibility to notify Covenant
immediately to request the login information be reset or unauthorized access otherwise be prevented. Covenant
will use commercially reasonable efforts to implement such requests as soon as practicable after receipt of
notice.

Licenses
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If we are required to re-install or replicate any software provided by you as part of the Services, then it is your
responsibility to verify that all such software is properly licensed. We reserve the right, but not the obligation,
to require proof of licensing before installing, re-installing, or replicating software into the managed
environment. The cost of acquiring licenses is not included in the scope of the Quote unless otherwise expressly

stated therein.
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